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Diffie-Hellman
Diffie-Hellman key exchange (D-H) is a cryptographic 

protocol that allows two parties that have no prior 
knowledge of each other to jointly establish a shared 
secret key over an insecure communications channel. 
This key can then be used to encrypt subsequent 
communications using a symmetric key cipher.
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Diffie-Hellman
� Strength ?

� Strong protocol

� Do not have to reveal the secret code

� Weakness ?

� Man in the middle attack.

� Authentication

� Complexity
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Rivest, Shamir, Adelman (RSA)
� Try to play it here.
http://www.cs.pitt.edu/~kirk/cs1501/notes/rsademo/alice.html

N = P x Q = 5x 3= 15
PHI = (P-1)(Q-1) = 8
The public exponent E will be generated by the computer so that the 
greater common divisor of E and PHI is 1. In other words, E is 
relatively prime with PHI.
E = 3 N and E are your public keys. Your private key (D) is the inverse 
of E modulo PHI. 

By using extended Euclidian algorithm, the private key, D, is 3 Don't 
forget to record N, E and D! 

Now, you can give your pair of public keys, E and N, to Bob so that 
he can send you encrypted letter by using those key. Later, you 
can decrypt it, using D and N. 

Rivest, Shamir, Adelman (RSA)
� Coding in Java

RSA.doc
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� Build-in function in Java

Create
KeyPairGenerator keyGen = 

KeyPairGenerator.getInstance("DSA", "SUN"); 

Initialize
SecureRandom random = 

SecureRandom.getInstance("SHA1PRNG", "SUN"); 
keyGen.initialize(1024, random); 

Generate Key
KeyPair pair = keyGen.generateKeyPair(); PrivateKey priv = 

pair.getPrivate(); PublicKey pub = pair.getPublic(); 
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