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Phishing

* The process to acquire users’ information
* e.g. username password

e For the present, there are many case which has been
done via the similar lookalike web site.

Virus

* A computer virus is a computer program that can
copy itself and infect a computer without the
permission or knowledge of the user.




Uninfected Infected

Program Program
Host
COM
Program
Host
- COM
rogram
- JUSTIN
100H 100H

Worm

* A computer worm is a self-replicating computer
program.

e It uses a network to send copies of itself to other nodes
(computers on the network) and it may do so without
any user intervention.

e Unlike a virus, it does not need to attach itself to an
existing program.

* Worms almost always cause at least some harm to the
network, if only by consuming bandwidth, whereas
viruses almost always corrupt or modify files on a
targeted computer.




Computer Worm (Virus) Incident

Handling Standard Operating

Procedure

- Receive report from users
within organization
- confirm type of wormvirus

Form Centralized
Operation Center

" Form a centraiized operation cen
all depariments within the organization can
reportto

- Alert all users to report similar
WOITirUS incident to “operation center'
- Identiy ALL computars within
Incal network that are infectad

- Discannect ALL infected computers fram
the network.

- Prevent mail server from ralaying womn infacted
emails

- Scanto find ifthere are any maore infected
computers,

- Repeat o identify and isolate infested

computers unti verified that all infected

computers are isolated

Jre
Eradicate

alone mode fram womshiruses.
- Deleteiclean infected files based on
relevant Security Advisory

- Restore all relevant data and applications
- Reconnect the computers to the network

Prevention

password to falder sharing

- Apply relevant vendor paiches

- Update all antivirus (%) virus list on gateways,
servers and client AY

- Veerify all AV are functioning effectively

- Educate all users on safe camputer practices

- Filter email attachments with attachments such
as .com and.exe

Spyware

* Spyware is computer software that is
installed surreptitiously on a personal computer to
intercept or take partial control over the user's
interaction with the computer, without the
user's informed consent.




Spyware
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Botnet

* Botnet is a jargon term for a collection
of software robots, or bots, that run autonomously
and automatically. The term is often associated with
malicious software but it can also refer to the network
of computers using distributed computing software.




Botnet

Last message received at 7:56 PM on 5/11/2007.
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